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ABSTRACT 
 

Many computer-based security services are required by modern society, such as cipher/decipher, 
authentication and integrity. Security services are implemented by cryptographic systems, such as 
symmetric (block and keystream) and asymmetric. We focus our attention to a special sort of keystream 
cryptographic systems, based on chaotic systems. In our paper, we describe eLoBa architecture, based on 
Lorenz chaotic system. We also analyze one important security issue of keystream cryptographic systems, 
the cycle length. Finally, we compare eLoBa against several cryptographic systems, for its performance on 
a authentication service implementation on a resource constraint smart-card.   

Keywords: Chaotic Cipher, Smart-Card Authentication, Keystream Cipher, Security and Privacy, 
Cryptography.  

 
1 INTRODUCTION  
 

Cryptography for resource constrained devices is 
a challenge with increasing interest due to the rise 
of Internet of Thing, the applications of Wireless 
Sensor Networks, or the massive usage of smart-
cards, among other areas. However, most of the 
cryptographic algorithms demand for 
computational resources that could not be available 
in such devices. One important cryptographic 
service is Authentication and chaos cryptography is 
low resource consumer. In this paper we merge this 
two facts and evaluate the results in real world 
smart-card implementation. 

 
2 CHAOTIC KEYSTREAM CIPHER 

In this section we briefly present chaotic ciphers 
motivation and the architecture of a specific one 
targeted for resources constrained devices, named 
eLoBa [1]. 

 
 
 

 

2.1 Chaotic Ciphers 

Since 1890, when the French mathematician and 
physician Henri Poincaré had make reference to 
chaotic behavior about the movement of “n free 
bodies”, as the solar system, that Chaos Theory 
have evolved and been subject to several 
applications. The basis of Chaos Theory is that 
small disturbances in the initial conditions (of a 
chaotic system), leads to an evolution with 
exponential divergent grow. This kind of behavior 
is an expected property of cryptographic systems. 
Considering the use of a chaotic system as the base 
for a cipher and using its initial conditions as key, a 
small disturbance in the initial conditions could be 
the change of a single bit in the key, would lead to a 
completely different cryptogram. This is an 
acceptable thought and indeed gives rise to several 
researches around the possible and secure use of 
chaotic systems as base for cryptographic systems. 
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However there are a structural difference 
between chaotic systems and cryptographic 
systems, the first ones have a continuous essence 
meanwhile the second ones have discrete a discrete 
essence. So, there are two approaches for the use of 
chaotic systems as base for cryptographic systems: 
using chaotic systems as continuous systems; or 
using discretized chaotic systems, which could be 
called “rounded chaos”. 

The use of continuous chaotic systems as base for 
construction of cryptographic systems begins in 
1990 [2] with the use of the analogical signal of the 
chaotic system to support for data transmission. 
This approach has been used in several works, like 
[3][4][5][6][7][8][9][10]. 

The use of discretized chaotic systems as base for 
construction of cryptographic system could be 
divided in two classes of approaches: one that uses 
chaotic systems as pseudo-random generators; 
another that uses chaotic systems as increment and 
decrement systems for cryptographic operations. 
The second class of this approach started in 1990 
[11] was cracked in 1991 [12], being improved in 
following works as [13][14] or [15], however its 
acceptance was never to much relevant. 

The first class of this approach, using chaotic 
systems as pseudo-random generators is the better 
succeeded one. It begins in 1989 [16] with some 
problems due to rounding operations, rising up the 
“short cycle problem”, yet today to be taken into 
account and focused in the present paper. The list 
of works around the use of chaotic systems as 
pseudo-random generator for cryptography is very 
big, however we consider the following as the most 
important ones because they focus on some 
particular problems and solutions in the 
optimization of this approach, namely: (a) the use 
of the Lorenz attractor [17] as one of the most used 
chaotic systems in cryptography; (b) the use of 
different chaotic systems in the same cipher 
[18][19] to improve the unpredictability of the 
cipher evolution; (c) the use of orbit disturbance, or 
chaotic disturbance, [20] that forces the change in 
the normal evolution of the chaotic system  orbit, 
improving its unpredictability; (d) the use of some 
of the proposals together like in [21], where the 
authors propose a system using both contributions 
(b) and (c); (e) the protection of the chaotic system 
seed, or initial conditions, [22] changing the values 
of the initial conditions of the chaotic system before 
using them as the cipher key; (f) the protection of 
the chaotic system state in the calculus of the cipher 
key [24] using just part of the total number of bits 
from the chaotic system state to calculate the cipher 

 

key; and finally (g) where the use of big dimension 
arithmetic’s could improve the cipher construction 
due to the bigger space of results [24]. 

 
2.2 eLoBa Architecture 

eLoBa was proposed in 2010 [1] with good 
properties for light cryptography as needed in 
resource constrained devices as for instance smart-
cards. In this section we present the eLoBa 
architecture in a functional approach. 

Figure 1 illustrates the eLoBa architecture, where 
the numbers represent bits. 

There is an “Initialization SubSystem” which 
protects the cipher key from its use in the chaotic 
system initial conditions. This SubSystem is used 
for initialize the other three subsystems of eLoBa: 
the “Chaotic SubSystem”; the “Chaotic Disturbance 
SubSystem”; and the “Key Mix SubSystem”. The 
initialization process of the “Chaotic Disturbance 
SubSystem” and the “Key Mix SubSystem” is 
performed by the “Initialization SubSystem” but 
through the “Chaotic SubSystem”. 

The Chaotic SubSystem contains the Lorenz 
system state variables, is responsible for its the 
iteration, for give input to the “Chaotic Disturbance 
SubSystem” each time the Lorenz system is iterated 
and is also yet responsible for input to the “Key 
Mix SubSystem” each time the Lorenz system is 
iterated. 

The “Chaotic Disturbance SubSystem” receives 
the state variables of the Lorenz system from the 
“Chaotic SubSystem”, change them through the use 
of rotations and LFSRs and then return the new 
state variables to the “Chaotic SubSystem” to be 
used in the next iteration. This behavior lead to 
change of orbit for each iteration of the Lorenz 
chaotic system. 

The “Key Mix SubSystem” receives the three 
coordinates of the Lorenz system from the “Chaotic 
SubSystem” with 384 bits and use them to calculate 
two cipher keys to be used for the next two 128 bits 
“Data Inputs”. This processing of the keys just use 
256 bits from the total 384 of the three coordinates 
and besides that, none of the three coordinates are 
used completely for the 256 bits of the two keys. 

The “Key Control Generation” just manages the 
iteration of the Lorenz system in the “Chaotic 
SubSystem” due to the fact that each iteration gives 
two cipher keys and so the Lorenz system just 
needs to be iterated once for two “Data Inputs” of 
the cipher. 

For a complete understating of eLoBa, access to 
[1]. 
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Fig. 1. eLoBa architecture 

 
3 CYCLE LENGTH  

In this section we analyze one of the 
cryptanalysis main topic of keystream cipher 
generators - the number of bits that are to be 
generated before the keystream output repeats. 

Because the analytical solution of Lorenz 
differential equations is unknown, we follow a 
probabilistic strategy for the identification of 
eLoBa keystream output cycle length. Starting from 
one specific state, the chaotic trajectory follows a ∞ 
shaped curve, also known as “Lorenz butterfly”. 
The disturbance sub-system moves the next state to 
another one in any position of the 3-dimension 
plane. We assume the distribution of the new 
position follows an uniform distribution. 

For the eLoBa keystream generator with D bits 
for the variable dimension and holding a uniform 
distribution for the next state, the probability for 
repeating a previous value after the execution of N 
rounds is given by equation (1). The equation gives 
the accumulated probability for the first (N-1) 

rounds do not reach a visited state ∏ (1 −
(���)
���

�.2���), and the � ��  round reaches a visited state, 
� .2��� . 

 

Pr(� )= � .2��� ∏ (1 − �.2���)
(���)
���  (1) 

We now take a closer look to the sequence of 

products ∏ (1 + α.i)
(���)
���  in equation (1), where � 

is equal to −2��� . The expansion of equation (1) is 
a (N-1) degree polynomial, with coefficients 
presented in table 1. For example, for N = 5, the 
polynomial is 1 + 10� + 35�� + 50�� + 24��. 

 

The coefficients C�
�  are evaluated by the set of 

equations 2. 
 

��
� = �

  0,                                                �� �≥ �

  1,                                                �� �= �

�(���)
� + (� − 1)�(���)

(���),�� 0 < �< �

  (2) 

 

For example, ��
� = ��

� + (5 − 1).��
� = 11 +

4.6 = 35. 

Table 1: ∏ (1 + �.�)
(���)
���  

 0 1 2 3 4 5 6 
N=1 1       
N=2 1 1      
N=3 1 3 2     
N=4 1 6 11 6    
N=5 1 10 35 50 24   
N=6 1 15 85 225 274 120  
N=7 1 21 175 735 409 1764 720 

 

 
Fig. 2. Pr(N) values 

 
Figure 2 depicts the values of equation (1), wth the 

horizontal axis normalized to ���� �
�

���
�. For 

example, the probability of generating one cycle in 
the keystream output is 2.38 ∗10�� when the 

number of rounds satisfies equality 2
�

��� = 2���: for 
8 bits dimension the number of rounds N is 2�, for 
16 bits dimension N is 2��, and for 128 bits 
dimension N is 2���. The diamond depicts the 
probability of generating one cycle when N = 1, for 
dimensions D equal to 8, 16 and 32. 

The probability 50% of generating one cycle in the 
keystream output is reached when � = 2���� + 1. 
For eLoBa, with D = 128, the cycle length is 
2���+ 1 ≈ 10���: this number is much larger than 
the number of estimated hydrogen atoms in the 
Universe, 4 ∗10��. 
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4 SERVICE PERFORMANCE OF SMART-

CARD AUTHENTICATION  

 

We analyze the performance of eLoBa 
authentication service against other cypher systems 
on a constrained device, a Smart-card [27]. 
Performance of authentication mechanisms was 
measured with a Gemalto TOP GX4 smart card. It 
is a Java Card 2.2.1 and Global Platform 2.1.1 
compliant, with 68KB available memory. 
Dedicated coprocessor supports cryptographic 
algorithms of AES - 128,192 and 256 bits - and 
RSA up to 2048 bits. 
 
4.1 Architecture 

Authentication service follows a challenge-
response strategy, and its architecture is depicted in 
figure 3. 

The 128 bit challenge is divided as follow: (1) the 
upper 123 bits are X-ored with eLoBa key; (2) the 
fifth bit selects the stream output; (3) the lowest 
four bits are added to 0x10 to define the number of 
rounds that the chaotic subsystem must execute. 
 

 
Fig. 3. eLoBa authentication 

 
4.2 Performance Metrics 

We implemented eLoBa, and other cipher systems 
in Java language [30]. All values presented in this 
article refer to the total time required to carry out an 
authentication protocol. Total time includes four 
overhead functions: (a) Smart card connection - 
1.71ms; (b) Smart card disconnection - 0.20ms; (c) 
Applet selection - 3.21ms; (d) Data transmission and 
reception for an APDU with different lengths are 
depicted in table 2. 

 
 
 
 
 
 

Table 2: Time spent for a data APDU 

Data len (bits) 128 512 1024 2048 
Time (ms) 6.98 10.99 17.62 30.01 

 
Time spent to send and receive an empty data 

APDU is 2.98ms. 2048 bit data size overpasses 
APDU 255 Byte limit, which was overcome by 
using P1 field. In this section we compare execution 
times for any random key, as function of key size. 

 
4.3 Coprocessor Efficiency 

We implemented two versions of the protocols. In 
coprocessor version, the computations are performed 
as much as possible on the cryptographic 
coprocessor, whereas in the optimized version all 
computations are performed on the virtual machine 
of the Java card. 

The most computationally expensive operation is 
modular exponentiation, followed by modular 
multiplication. The former is directly available 
through the RSA cipher in the Java Card 
Cryptographic API. For modular exponentiation, 
coprocessors implement the CRT - Chinese 
Remainder Theorem optimization, which requires 
the previous knowledge of N prime factors. 

Concerning modular multiplication, this operation 
cannot be directly executed in the cryptographic 
coprocessor, as the Java Card API does not provide 
support for such. A possible workaround is the 
squaring algorithm [26], implemented by 
coprocessor. However, this method has its 
limitations. For instance, the RSA cipher on the card 
operates only within valid bitlengths for RSA keys 
and only suports modulus from values starting with 
512 bits. This prevents us from using this technique 
with short modulus values, which is the case of 
eLoBa that works in 128-bit arithmetic. 

Without coprocessor support, we implemented 
modular multiplication with Barrett reduction [25]. 

 
4.3.1 Performance comparison 

Figure 4 depicts the execution times for two kinds 
of authentication protocols: (a) challenge-response 
based on symmetric cryptosystem AES [28], based 
on public-key cryptosystem RSA [32], and based on 
keystream cryptosystem eLoBa; (b) zero- knowledge 
protocols (ZKP) FFS [29], and GQ [31]. Both 
protocols    were    implemented   with    coprocessor  
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support (white marks) and programmed only (black 
marks). Execution times for FFS and GQ 
programmed protocols are similar. 
 

 

 
Fig. 4. Comparison of authentication protocols 

 
AES calculations are much faster than RSA 

calculations, even without support of dedicated 
coprocessors. Concerning only to performance, GQ 
protocol stands similar to RSA executed by a 
dedicated coprocessor. Without coprocessor, RSA 
and ZKP authentication on smart card is only 
feasible on short key lengths, which is unsafe. 

eLoBa keystream depicts an excellent 
performance, about one-tenth of AES, and does not 
require dedicated coprocessors. 
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