International Journal of Computer Networks and Communications Security

VOL. 8, NO. 6, June 2020, 46-51 O Q
Available online at: www.ijcncs.org ® 0
E-ISSN 2308-9830 (Online) / ISSN 2410-0595 (Print)

Tampering Reveal Technique for Iris Images

Rasha Thabit?, Jaffer AliZand Doaa Subhi?®

12,3 Computer Techniques Engineering Department, Al-Rasheed University College, P. O. B. 6068, Al
Jamaa, 10001, Baghdad, Iraq

!rashathabit@yahoo.com, %jaafar.aa94@yahoo.com, *doaasubhi992@gmail.com
ABSTRACT

Nowadays, many biometric based security systems depend on the iris images for authentication because of
their features and ease of use. However, storing and sharing these sensitive images through open access
networks will expose them to tampering. In order to ensure the safety of the iris images, this paper presents
a new tampering reveal technique based on watermarking in the transform domain. In the proposed
technique, the iris region is selected and isolated using interactive segmentation process (ISA). The
authentication bits have been generated from the iris region (IR) and embedded in the Slantlet transform
coefficients of the remaining part of the iris image which has been named as non-iris region (NIR). The use
of ISA ensures the intactness of IR because it has been excluded from the embedding process. Several
experiments have been conducted to test the visual quality, capacity, payload, and the tampering reveal
performance. The experiments proved the ability of the proposed technique to reveal and localize any
tampering in IR, in addition, the difference between the original iris image and the watermarked iris image
is imperceptible.

Keywords: Iris image security, Iris image safety, Iris image authentication, Tampering reveal, Iris
watermarking.

1 INTRODUCTION be happened. The IR should be protected against
tampering and manipulation, therefore, iris image
The use of biometric based security systems is  authentication technique is required.
increasing day after another and the applications
that make use of biometric data are not bounded
[1]-[3]. Different biometric information can be
generated, stored, and shared such as face image
[4], fingerprint image [5], [6], voice [7], and iris
image [8]-[12]. One of the widely used biometric
data types is the iris image. Storing or sharing these
important and sensitive images through open
access or unsecured networks will expose them to
the danger of tampering and manipulation,
therefore, data security techniques should be used
to ensure the safety of the iris images [9], [12]-
[14].
The iris image contains two regions as shown in
Figure 1, the important region for the iris
recognition process is the part that contains the iris
region (IR) while the remaining part of the image is
not used for the recognition process therefore it
will be called non-iris region (NIR). Any
tampering in the IR will change the features of the
iris region and thus wrong diagnosis process could

Non-iris region
_ | (NIR)

Iris vegion (IR)

Fig. 1. llustration of the iris image regions (i.e., IR and
NIR)

Over the years, different image watermarking
techniques have been used for image authentication
purposes. The previous researches proved that the
image watermarking techniques that are based on
the transform domain are better candidates than the
spatial domain based watermarking techniques
[13]. In the transform domain based techniques,
different transforms have been applied such as
discrete cosine transform (DCT) [11], discrete
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wavelet transform (DWT) [15], Slantlet transform
(SLT) [16], and others. The DWT based techniques
perform better than the DCT based techniques; on
the other hand, the SLT based techniques perform
better than the DWT based techniques [17]-[19].
According to the above mentioned information,
this research suggests the use of SLT based
watermarking for tampering reveal in the iris
images.

The rest of the paper contains the details of the
proposed technique followed by the experiments
and their results. The final section contains the
conclusions of this work.

2 PROPOSED TECHNIQUE

The IR is very important for the diagnosis process,
therefore, the watermarking technique should
ensure the safety of this region. The interactive
segmentation algorithm (ISA) from our previous
research [20] has been used in the proposed
tampering reveal technique. The flow chart of ISA
is shown in Figure 2, the algorithm starts by
reading the iris image and selecting the IR region
then a mask image is generated to be used in the
embedding algorithm.
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Fig. 2. Flow chart of ISA

The proposed tampering reveal technique consists
of two main algorithms, one is at the embedding
side and the other one is at the extraction side. A
general block diagram for the proposed technique
is shown in Figure 3 and the details of the
algorithms are illustrated in the following
subsections.

2.1 Embedding side

The proposed algorithm at the embedding side
starts by applying the ISA to isolate the regions of
the iris image then the authentication information is
calculated from the IR blocks and converted to
binary sequence. The binary sequence is embedded
in the NIR by applying content based embedding
technique in the SLT domain by adopting the
techniques that have been presented in our previous
works in [21], [22]. Figure 4 presents the flow
chart for the main algorithm at the embedding side
which starts by the input iris image and ends by the
output watermarked iris image.
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Fig. 3. General block diagram for the proposed
technique.
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2.2 Extraction side

The proposed algorithm at the extraction side
starts by reading the watermarked iris image and
dividing it into two regions. The original
authentication information is extracted from the
NRI using the data extraction method that has been
adopted in [21], [22]. The new authentication
information is calculated from IR. Then a
comparison is performed between the extracted
data and the calculated data; if both are equal then
there is no tampering and the iris image is authentic
else the iris image is not authentic and the
localizing process is applied to locate the blocks
that have been tampered. Figure 5 presents the flow
chart for the main algorithm at the receiver side.
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Fig. 4. Flow chart for the main algorithm at the
embedding side

3 EXPERIMENTS AND RESULTS

To test the performance of the proposed tampering
reveal technique, different iris images have been
used from [23], [24]. The experiments have been
conducted to test the visual quality of the
watermarked iris images, the capacity and payload,
and the tampering reveal capability. The following
subsections  contains the results of these
experiments.
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Fig. 5. Flow chart for the main algorithm at the
extraction side
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3.1 Testing visual quality

To check the visual quality of the watermarked iris
images, two experiments have been conducted for
different iris images. The first experiment is for
subjective evaluation in which the watermarked
image is viewed and compared with the original
iris image to see if there is any perceptible
difference between the two images. The second
experiment is for objective evaluation in which the
peak signal-to-noise ratio (PSNR) has been
calculated. Samples of the results are shown in
Figure 6 and Table 1 which proved that the
watermarked images obtained good visual quality
and the difference between | and WI is not
perceptible.

Iris image

Mask image Walermaed iris image

‘Watermarked iris image 1

Watermarked iris image 2

Iris image 3 Watermarked iris image 3

fris image 5

iprada

Tris image 6 Watermarked iris image 6

Fig. 6. Samples of the watermarked iris images

Table 1: Visual quality results for different iris images
Center

Iris image Size PSNR (dB)
Iris image 1 320x280 40.8836
Iris image 2 1536x747 42.8123
Iris image 3 320x240 47.329
Iris image 4 640x480 46.6729
Iris image 5 320x240 41.9759
Iris image 6 354x266 46.7369

3.2 Testing capacity and payload

The embedding capacity refers to the total nhumber
of authentication bits that can be embedded in the
NIR while the payload refers to the total number of
authentication bits that have been generated from
the IR. The results proved that the larger the IR, the
higher the payload and vice versa. On the other
hand, the smaller the IR, the larger the capacity.
Table 2 illustrates the results of this experiment for
the same test images that have been shown in
Figure 6.

Table 2: Capacity and payload results for different iris

images
Iris image Capacity Payload
(bits) (bits)
Iris image 1 11392 1792
Iris image 2 11136 1856
Iris image 3 8192 1920
Iris image 4 65408 1984
Iris image 5 10944 1472
Iris image 6 17216 960
3.3 Testing tampering reveal capability

To test the performance of the proposed technique
in revealing the tampering in the IR, two different
tampering processes have been imposed on some
test images. The first tampering process is copy
and paste where some pixels from IR are copied
and pasted in another place inside IR. The second
tampering process is erasing in IR where some
pixels of the iris region are erased. The results of
this test are shown in Figure 7 and Figure 8 which
proved the ability of the proposed technique in
revealing any tampering and localizing the
tampered blocks in the IR.
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Fig. 7. Tampering reveal for copy and paste in IR

4 CONCLUSIONS

In this paper, a new iris image security technique
has been introduced for revealing tampering in the
iris region which is based on watermarking in the
transform domain. The proposed technique used
ISA in order to protect the iris region from
distortions. The authentication data has been
generated from IR and embedded in NIR using
content based embedding method in the SLT
domain which is based on modifying the
coefficients in each NIR block. Different
experiments have been conducted for different iris
images and the results proved the efficiency of the
proposed technique in terms of visual quality,
capacity, and the ability to detect tampering and
localizing the tampered blocks in IR.

Fig. 8. Tampering reveal for erasing in IR
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